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2. About this document

In the following document will show you how to properly add the OPC-UA-Server plugin in the
DewesoftX software and how to properly set all the needed settings.

2.1. Legend

The following symbols and formats will be used throughout the document.

Important
It gives you important information about the subject.

Please read carefully!

.:O:. Hint

It gives you a hint or provides additional information about a subject.

QN Example

%t‘ Gives you an example of a specific subject.

3. Introduction

The OPC-UA Server plugin enables DewesoftX to publish data using the OPC-UA protocol. It enables
control and measurement by using DewesoftX OPC-UA Client plugin or any other 3™ party OPC-UA
clients.

Our OPC-UA server fully supports subscriptions, which is a standard feature of the OPC-UA protocol. A
subscription in the context of OPC-UA refers to a mechanism by which an OPC-UA client can subscribe
to receive updates or notifications about changes in data from the OPC-UA server. This allows the client
to efficiently receive data without the need for continuous polling, improving performance and reducing
network traffic.

4. Add and set-up OPC-UA server

In this section you will learn now to properly add the OPC-UA server plugin in DewesoftX and how to set
it for your application.

4.1. HW settings

In the HW-settings, under the Extension tab press the plus button. An additional dialog with listed
extension will open. Find the OPC-UA server and enable it. Once the plugin will be enabled it will be
listed under plugins.
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Adding OPC-UA server plugin

When you click on the OPC-UA Server under the listed extensions, an additional dialog will appear
where you can adjust the settings for the OPC-UA server plugin.

On the top of the window the current plugin version will appear. In the next section you can add a Port
number on which the server accepts incoming requests and a Log level option. When using the
OPC-UA server we always save log of the plugins functionality (connections, etc). Depending on which
option of Log level you choose, this is how many informations will be stored in a log file.

Additionally we have data retransmit option that can be either enabled or disabled. With this option, the
plugin will resent the missing data on network disconnect.

4.1.1. Security settings
The OPC-UA server plugin additionally offer Security configuration.

Authentication - OPC-UA server supports authentication mechanism with defined username/password
or anonymous authentication.

Message integrity and Encryption
The user can choose between different security options that affect message integrity and encrtyption

-  None

- Sign - the OPC-UA use digital signature to sign messages. Allowing recipients (OPC-UA Client) to
verify that the message has not been tampered with during transmission.

- Sign and encrypt - same as sign option, with the additional data encryption to secure the
communication channels between clients and servers. Data Encryption is done during
transmission, ensuring confidentiality and preventing eavesdropping.
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Additionally you can define the trust list directory and revocation list directory. With this the user can

define which certificates can be trusted.

Under the user list you can define the Username and password for connecting to this server.

A Settings for project: a

|Search

Devices

Extensions

CIC) ls]

Global variables

Data header

C | [mE

—
-
—r

Startup
Performance
User interface
Files and folders
Storing

Reports
Security

Update

Advanced

| AODUWEEOS

Licensing

- -‘\9 Rotor balancer

ine processing
ound level meter

~ - RT module
-3 Analog output RT
) CAN output RT
XCP output RT
w isual control

tabilization diagram
ext box
ertical speed indicator

~

O X

Qs

OPC UA server
Plugin, Other

Version: 3.2.6 Vendor: Dewesoft

Test settings

Port Log level
Retransmit [resend missing data on network disconnect)
[IEnabled

o
o
B
o
=

Security configuration
Security mode
MNone ~

Certificate file Private key file

@ | [S]

Revocation list directory

| ©

Trust list directory Trust all

@ Add user Allow anonymous login

# | Username | Password | Remove |

:
d

4.2. Channel setup

OPC-UA server settings

After adjusting all the hardware settings, you can access the DewesoftX Channel setup. Here, click on the
OPC-UA server, and the channel setup settings will appear.

A grid displaying all available channels will be shown. These channels include all Analog channels, Math

channels, or meta-data channels defined as 'used' within DewesoftX. The first column presents the

channel ID, which the OPC-UA client can use to locate the specific channel.

Important
String variables are currently not supported.

You can specify which channels you want to publish under the 'Publish' column. The channels marked
for publishing can be accessed by connected OPC-UA clients.
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In the channel grid, you will also find additional properties for each channel, including the channel
name, description, current value, unit, maximum sample rate, and permissions.

‘\ — Q DewesoftX 2024.1 Devices default.dxp ~ |RT nor
Ca— Measure Analyze Setup fles  Ch.setup Measure
H i ++
. E‘ = . . rU\J . mE Cp +

Store Save Save as Storing  Data header Analogin  Real-time Math COPC A Server | More...  Remowve

Channels

Search

EE:Y

+ ‘ jin] | Publish ‘ Name | Description | Value | Unit | Max output rate |

4 AL
data/Opclaserver fchannels/1/0 AL A-1 - 0.00 v 50.00 Hz
data/OpcUaServer fchannels/1/1 AL A-2 - 0.00 v 50.00 Hz
data/OpcUaServer fchannels 1/2 AL A-3 - 0.00 v 50.00 Hz
data/OpdJaserver /channels 1/3 AL A-4 - 0.00 v 50,00 Hz
data/OpcUaServer fchannels/1/4 AL A-5 - 0.00 v 50.00 Hz
data/OpcUaServer fchannels1/5 AL A6 - 0.00 v 50.00 Hz
data/OpcUaServer fchannels/1/5 AL A-T - 0.00 v 50.00 Hz
data/OpcJaserver /channels 17 AL A-B - 0.00 v 50.00 Hz
data/OpcUaServer fchannels1/3 ALB-1 - 401.26 " 50.00 Hz
data/OpcUaServer fchannels/1/9 ALB-2 - 401.26 =C 50.00 Hz
data/OpcJaServer fchannels 129 AID-6 - 0.00 v 50.00 Hz

4 Variables

data/OpcUaServer fchannels/600000/0/1 Channel 2 - 0.00 - 50.00 Hz
data/OpcUaServer fchannels /60000002 Channel 3 - 0.00 - 50.00 Hz

OPC-UA server channel setup

Important
Access to meta-data (global variables and data header) is restricted to reading only; writing
operations from the OPC-UA client are not supported.

4.3. Example of reading the channels from a OPC-UA client

Once connected to the DewesoftX server you will see the following OPC-UA structure. From here you
can:

e view measure start time and sample rate,
e read channels properties:
o Name,
Description
CurrentScaledValue
Offset
Sample rate
Scale
Unit

O O O O O O
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OPC-UA Server structure

For using OPC-UA server you need a valid DewesoftX license option -
DEWESOFT-PLUGIN-OPC-UA-SERVER. To evaluate the plugin, you can also use an Trial license which

you can get from the www.dewesoft.com web-page.

To properly activate the licenses open DewesoftX, go to Options O Settings, select Licensing and expand
the Create new license section. Enter the license code and click the Register online button. Then your
new license key will show up in the list and have the Status Valid.
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@ Create new license

Warning: License will be valid only for the measurement hardware (or computer MAC) and options which are chosen at this moment. Please make sure that
you choose al the devices, options and plugins which you will use.

Software wil be registered to the following hardware
MAC address (3 keys) | A/D (7 keys) | CAN (7 keys) | GPS

License number Please enter license key | @ I

@ Import license

OK Cancel

Add the license inside DewesoftX
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5. Warranty information

Notice
The information contained in this document is subject to change without notice.

Note:

Dewesoft d.o.o. shall not be liable for any errors contained in this document. Dewesoft MAKES NO
WARRANTIES OF ANY KIND WITH REGARD TO THIS DOCUMENT, WHETHER EXPRESS OR IMPLIED.
DEWESOFT SPECIFICALLY DISCLAIMS THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. Dewesoft shall not be liable for any direct, indirect, special, incidental, or
consequential damages, whether based on contract, tort, or any other legal theory, in connection with
the furnishing of this document or the use of the information in this document.

The copy of the specific warranty terms applicable to your Dewesoft product and replacement parts can
be obtained from your local sales and service office. To find a local dealer for your country, please visit

i : : distrl .

5.1. Calibration

Every instrument needs to be calibrated at regular intervals. The standard norm across nearly every
industry is annual calibration. Before your Dewesoft data acquisition system is delivered, it is calibrated.
Detailed calibration reports for your Dewesoft system can be requested. We retain them for at least one
year, after system delivery.

5.2. Support

Dewesoft has a team of people ready to assist you if you have any questions or any technical difficulties
regarding the system. For any support please contact your local distributor first or Dewesoft directly.

Dewesoft d.o.o.
Gabrsko 11a
1420 Trbovlje Slovenia

Europe Tel.: +386 356 25 300

Web: http://www.dewesoft.com

Email: Support@dewesoft.com
The telephone hotline is available Monday to Friday from 07:00 to 16:00 CET (GMT +1:00)

5.3. Service/repair

The team of Dewesoft also performs any kinds of repairs to your system to assure a safe and proper
operation in the future. For information regarding service and repairs please contact your local

distributor first or Dewesoft directly on https:/dewesoft.com/support/rma-service.

5.4. Restricted Rights

Use Slovenian law for duplication or disclosure. Dewesoft d.o.0. Gabrsko 11a, 1420 Trbovlje, Slovenia /
Europe.
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5.5. Printing History
Version 2.0.0, Revision 217 Released 2015 Last changed: 23. July 2018 at 16:54.

5.6. Copyright

Copyright © 2015-2019 Dewesoft d.o.o. This document contains information which is protected by
copyright. All rights are reserved. Reproduction, adaptation, or translation without prior written
permission is prohibited, except as allowed under the copyright laws. All trademarks and registered
trademarks are acknowledged to be the property of their owners.

5.7. Trademarks

We take pride in our products and we take care that all key products and technologies are registered as
trademarks all over the world. The Dewesoft name is a registered trademark. Product families (KRYPTON,
SIRIUS, DSI, DS-NET) and technologies (DualCoreADC, SuperCounter, GrandView) are registered
trademarks as well. When used as the logo or as part of any graphic material, the registered trademark
sign is used as a part of the logo. When used in text representing the company, product or technology
name, the ® sign is not used. The Dewesoft triangle logo is a registered trademark but the ® sign is not
used in the visual representation of the triangle logo.

6. Safety instructions

Your safety is our primary concern! Please be safe!

6.1. Safety symbols in the manual

. Warning
Calls attention to a procedure, practice, or condition that could cause the body injury or death

g/~ Caution
& Calls attention to a procedure, practice, or condition that could possibly cause damage to
equipment or permanent loss of data.

6.2. General Safety Instructions

. Warning

The following general safety precautions must be observed during all phases of operation, service, and
repair of this product. Failure to comply with these precautions or with specific warnings elsewhere in
this manual violates safety standards of design, manufacture, and intended use of the product. Dewesoft
d.o.o. assumes no liability for the customer’s failure to comply with these requirements.

All accessories shown in this document are available as an option and will not be shipped as standard
parts.
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6.2.1. Environmental Considerations

Information about the environmental impact of the product.

6.2.2. Product End-of-Life Handling

Observe the following guidelines when recycling a Dewesoft system:

6.2.3. System and Components Recycling

Production of these components required the extraction and use of natural resources. The substances
contained in the system could be harmful to your health and to the environment if the system is
improperly handled at its end of life! Please recycle this product in an appropriate way to avoid
unnecessary pollution of the environment and to keep natural resources.

This symbol indicates that this system complies with the European Union’s requirements
according to Directive 2002/96/EC on waste electrical and electronic equipment (WEEE).
K Please find further information about recycling on the Dewesoft web site www.dewesoft.com
—_— Restriction of Hazardous Substances
This product has been classified as Monitoring and Control equipment and is outside the
scope of the 2002/95/EC RoHS Directive. However, we take care of our environment and the product is
lead-free.

6.2.4. General safety and hazard warnings for all Dewesoft systems

Safety of the operator and the unit depend on following these rules.

e Use this system under the terms of the specifications only to avoid any possible danger.

Read your manual before operating the system.

Observe local laws when using the instrument.

DO NOT touch internal wiring!

DO NOT use higher supply voltage than specified!

Use only original plugs and cables for harnessing.

You may not connect higher voltages than rated to any connectors.

The power cable and connector serve as Power-Breaker. The cable must not exceed 3 meters, the

disconnect function must be possible without tools.

Maintenance must be executed by qualified staff only.

During the use of the system, it might be possible to access other parts of a more comprehensive

system. Please read and follow the safety instructions provided in the manuals of all other

components regarding warning and security advice for using the system.

With this product, only use the power cable delivered or defined for the host country.

DO NOT connect or disconnect sensors, probes or test leads, as these parts are connected to a

voltage supply unit.

e Ground the equipment: For Safety Class 1 equipment (equipment having a protective earth
terminal), a non-interruptible safety earth ground must be provided from the mains power
source to the product input wiring terminals.

e Please note the characteristics and indicators on the system to avoid fire or electric shocks. Before
connecting the system, please read the corresponding specifications in the product manual
carefully.

OPC-UA Server V24-1 NN4
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e The inputs must not, unless otherwise noted (CATx identification), be connected to the main
circuit of category I, lll and IV.

e The power cord separates the system from the power supply. Do not block the power cord, since
it has to be accessible for the users.

DO NOT use the system if equipment covers or shields are removed.

If you assume the system is damaged, get it examined by authorized personnel only.

Adverse environmental conditions are Moisture or high humidity Dust, flammmable gases, fumes
or dissolver Thunderstorm or thunderstorm conditions (except assembly PNA) Electrostatic fields,
etc.

The measurement category can be adjusted depending on module configuration.

Any other use than described above may damage your system and is attended with dangers like
short-circuiting, fire or electric shocks.

The whole system must not be changed, rebuilt or opened.

DO NOT operate damaged equipment: Whenever it is possible that the safety protection features
built into this product have been impaired, either through physical damage, excessive moisture,
or any other reason, REMOVE POWER and do not use the product until the safe operation can be
verified by service-trained personnel. If necessary, return the product to Dewesoft sales and
service office for service and repair to ensure that safety features are maintained.

e If you assume a more riskless use is not provided anymore, the system has to be rendered
inoperative and should be protected against inadvertent operation. It is assumed that a more
riskless operation is not possible anymore if the system is damaged obviously or causes strange
noises. The system does not work anymore. The system has been exposed to long storage in
adverse environments. The system has been exposed to heavy shipment strain.

e Warranty void if damages caused by disregarding this manual. For consequential damages, NO
liability will be assumed!

e \Warranty void if damage to property or persons caused by improper use or disregarding the
safety instructions.

e Unauthorized changing or rebuilding the system is prohibited due to safety and permission
reasons (CE).

e Be careful with voltages >25 VAC or >35 VDC! These voltages are already high enough in order to
get a perilous electric shock by touching the wiring.

e The product heats during operation. Make sure there is adequate ventilation. Ventilation slots
must not be covered!

e Only fuses of the specified type and nominal current may be used. The use of patched fuses is
prohibited.

Prevent using metal bare wires! Risk of short circuit and fire hazard!

DO NOT use the system before, during or shortly after a thunderstorm (risk of lightning and high
energy over-voltage). An advanced range of application under certain conditions is allowed with
therefore designed products only. For details please refer to the specifications.

e Make sure that your hands, shoes, clothes, the floor, the system or measuring leads, integrated
circuits and so on, are dry.

e DO NOT use the system in rooms with flammable gases, fumes or dust or in adverse
environmental conditions.

e Avoid operation in the immediate vicinity of high magnetic or electromagnetic fields,
transmitting antennas or high-frequency generators, for exact values please refer to enclosed
specifications.

e Use measurement leads or measurement accessories aligned with the specification of the
system only. Fire hazard in case of overload!
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e Lithium ion batteries are classified as not hazardous when used according to the
recommendations of the manufacturer described in Battery Safety Data Sheet, which is available
for download from this link.

e Do not switch on the system after transporting it from a cold into a warm room and vice versa.
The thereby created condensation may damage your system. Acclimatise the system unpowered
to room temperature.

e Do not disassemble the system! There is a high risk of getting a perilous electric shock. Capacitors
still might be charged, even if the system has been removed from the power supply.

e The electrical installations and equipment in industrial facilities must be observed by the security
regulations and insurance institutions.

e The use of the measuring system in schools and other training facilities must be observed by
skilled personnel.

The measuring systems are not designed for use in humans and animals.
Please contact a professional if you have doubts about the method of operation, safety or the
connection of the system.

e Please be careful with the product. Shocks, hits and dropping it from already- lower level may
damage your system.

e Please also consider the detailed technical reference manual as well as the security advice of the
connected systems.

e This product has left the factory in safety-related flawlessness and in proper condition. In order to
maintain this condition and guarantee safety use, the user has to consider the security advice
and warnings in this manual.

EN 61326-3-1:2008
IEC 61326-1 applies to this part of IEC 61326 but is limited to systems and equipment for industrial
applications intended to perform safety functions as defined in IEC 61508 with SIL 1-3.

The electromagnetic environments encompassed by this product family standard are industrial, both
indoor and outdoor, as described for industrial locations in IEC 61000-6-2 or defined in 3.7 of IEC 61326-1.

Equipment and systems intended for use in other electromagnetic environments, for example, in the
process industry or in environments with potentially explosive atmospheres, are excluded from the
scope of this product family standard, IEC 61326-3-1.

Devices and systems according to IEC 61508 or IEC 61511 which are considered as “operationally
well-tried”, are excluded from the scope of IEC 61326-3-1.

Fire-alarm and safety-alarm systems, intended for the protection of buildings, are excluded from the
scope of IEC 61326-3-1.
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